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1. Acronis
To be actioned ahead of your ThreatAware install session

Note: You must be a Management Portal Administrator to create API clients. The API client inherits
access rights from the user who creates it — ensure the creating account has sufficient permissions
for the required scopes. The client remains valid even if the creating user is later removed from
Acronis Cloud.

a. Generate API Key
e Login to the Acronis Management Portal
¢ Navigate to Settings > API Clients and click Create API Client
e Enter a name (e.g. ThreatAware) — the client will be created with Active status by default
e Assign the following scopes:
o urn:acronis.com::agent_manager::agent_viewer
o urn:acronis.com::agent_manager::admin
e Click Create
e Copy and save the Client ID and Client Secret immediately — the Client Secret is only shown
once and cannot be retrieved again. If lost, it must be reset in the Management Console,
which will invalidate all existing tokens

b. Datacenter URL
e Your Datacenter URL is visible in the browser address bar when logged into the Management
Portal — for example https://eu2-cloud.acronis.com
e Copy the base URL without any trailing path

c. Required Details
e Datacenter URL
e ClientID
e Client Secret
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